Secret Codes: Cryptography (Coding and Decoding Messages)
Substitution ciphers are simple codes where you replace one letter with another. The message itself stays in the same order, but the letters are swapped to hide the meaning. Codebreaking skills are used in a lot of professions: cybersecurity, software engineering, intelligence and security.
1. The Caesar Shift Cipher (The "Move Down" Code)
This is the oldest and simplest secret code. You pick a secret number (the key) and shift every letter in your message forward by that number. The alphabet wraps around the end.
· Example (Shift of 3): A becomes D, B becomes E, Z becomes C, etc.
2. The Simple Substitution Cipher (The "Mixed Up" Code)
This code uses a completely scrambled "secret alphabet" where every letter (A-Z) matches up with a unique secret letter. The same plaintext letter always becomes the same ciphertext letter.
Example (A sample key):
· Plain Alphabet: A-B-C-D-E-F-G-H-I-J-K-L-M-N-O-P-Q-R-S-T-U-V-W-X-Y-Z
· Secret Alphabet: E-L-P-H-A-B-O-I-S-C-D-F-G-J-K-M-N-Q-R-T-U-V-W-X-Y-Z
A becomes E, B becomes L, C becomes P, etc.   
3. The Keyword Substitution Cipher (The "Easy to Remember" Code)
This is a smart way to make the "Mixed Up" code. You use a memorable keyword to generate the scrambled alphabet. Write the keyword first, then fill in the rest of the alphabet in order, skipping letters you already used.
· Example (Keyword "TREASURE"):
· Plain Alphabet: A-B-C-D-E-F-G-H-I-J-K-L-M-N-O-P-Q-R-S-T-U-V-W-X-Y-Z
· Secret Alphabet: T-R-E-A-S-U-B-D-F-G-H-I-J-K-L-M-N-O-P-Q-V-W-X-Y-Z
A becomes T, B becomes R, C becomes E, etc.   
[bookmark: _GoBack]🚀 Mission: Code & Decode These Secret Messages!
Challenge 1: Caesar Shift (Shift of 4)
· A. Use a Caesar Shift of 4 to code this word:
· Plain Word: MYSTERY
· Coded Word: ____________________
· B. Use a Caesar Shift of 4 to decode this word:
· Coded Word: JMRGLEW
· Decoded Word: ____________________
Challenge 2: Simple Substitution (Using the Key in Section 2)
· A. Code this word:
· Plain Word: PHARAOH
· Coded Word: ____________________
· B. Decode this word:
· Coded Word: LSCGD
· Decoded Word: ____________________
Challenge 3: Keyword Substitution (Keyword: TREASURE)
· A. Code this word:
· Plain Word: JOURNEY
· Coded Word: ____________________
· B. Decode this word:
· Coded Word: RSQUSS
· Decoded Word: ____________________
Now go to https://www.cipherchallenge.org/ to enter the 2025 National Cipher Challenge.
Answer Key for the Ciphers Worksheet
Challenge 1: Caesar Shift (Shift of 4)
· A. Code this word:
· Plain Word: MYSTERY
· Coded Word: QCWXIVE
· B. Decode this word:
· Coded Word: JMRGLEW
· Decoded Word: FIREFOX
Challenge 2: Simple Substitution (Using the Key in Section 2)
· A. Code this word:
· Plain Word: PHARAOH
· Coded Word: MQHPHEL
· B. Decode this word:
· Coded Word: LSCGD
· Decoded Word: LIGHT
Challenge 3: Keyword Substitution (Keyword: TREASURE)
· A. Code this word:
· Plain Word: JOURNEY
· Coded Word: FNGISVU
· B. Decode this word:
· Coded Word: RSQUSS
· Decoded Word: SECRET

